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Agenda 

 Test Setup 
 Erwartungen 
 Vorstellung der Devices Under Tests 
 Ergebnisse 

 
 



Firewall Lasttests 
Test Setup 

 Filter basiert auf IETF RFCs 2544 und 5180 
25 IPv4 “drop” rules 
25 IPv6 “drop” rules 
 

 Router 
 
 
 



Coexistence Traffic Ratios 
Erwartungen 
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Coexistence Traffic Ratios 
Starke Auswirkung von IPv6 
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Coexistence Traffic Ratios 
Leichte Auswirkung von IPv6 
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Coexistence Traffic Ratios 
Dual-Stack Auswirkung 
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Device Under Test (#1) 

Checkpoint Firewall 
CP2210 
 
 
 
 
 
 
 
Software Version 
R75.10 
 



Device Under Test (#2) 

Juniper J2320 
Service Router 
 
 
(1GB DRAM Model) 
 
 
 
 
Software Version 
10.2R3.10 
 



Layer 3 Performance Test 
Vorstufe: 100% IPv4 

 Baseline ermitteln 
Maximaller, verlustfreier Layer 3 Durchsatz 

 
 IMIX (Internet Mix) 

basiert auf Paketgrößen aus RFC 5180 

Größe (Bytes) Gewicht 

130 2 

256 1 

512 1 

1024 1 

1280 1 

1518 1 

Durchschnitt: 674.3 Bytes 



Vorstufe: Checkpoint CP2210 
Messung nach den Herstellerangaben (1/2) 

 5 Ports + 1 Management-Port 
4 wurden eingesetzt 

 Herstellerangabe: 3 Gbit/s bei UDP, 1518 Bytes. 
EANTC Ergebnis (portweise): 
3 Gbit/s bei UDP, 1518 Bytes 

 
 



Vorstufe: Checkpoint CP2210 
Messung nach den Herstellerangaben (2/2) 

 Partial-Meshing (UDP, 1518 Bytes) 
EANTC Ergebnis:2.7 Gbit/s. 
 

 Bei IMIX (statt 1518 Bytes): 
EANTC Ergebnis:1.3 Gbit/s. 

 
 
 
 
 
 
 
 
 
 



Vorstufe: Juniper J2320 
Messung nach den Herstellerangaben 

 3 Ports + 1 Management-Port 
2 wurden eingesetzt 

 Herstellerangabe: 
600 Mbit/s for “Large Packets” 
400 Mbit with IMIX 

 EANTC Ergebnisse: 
640 Mbit/s (bei IMIX) 
 

 
 



Layer 3 Throughput [Mbit/s] 
Checkpoint CP2210 
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Layer 3 Throughput [kPackets/sec] 
Checkpoint CP2210 
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Layer 3 Throughput [Mbit/s] 
Juniper J2320 
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Layer 3 Throughput [kPackets/sec] 
Juniper J2320 
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Connection Setup Rate 
Checkpoint CP2210 

 Gemessene Rate wesentlich 
niedriger als Herstellersangabe. 
 
 
 
 
 

 Grund: Ausschaltung eines 
Beschleunigungsfeatures wegen 
IPv6-Adressen. 



Connection Setup Rate 
Checkpoint CP2210 (Results) 
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Layer 3 Throughput with Extension Headers 
Header Layout (1/2) 

IPv6 Header 

Layer 2 Header 

IPv6 Routing Header, Type 0 
Segments Left = 0 

IPv6 Destination Options Header 
Option = 0x1E 

UDP 

Payload 



Layer 3 Throughput with Extension Headers 
Header Layout (2/2)  

IPv6 Header 

Layer 2 Header 

IPv6 Routing Header, Type 0 
Segments Left = 0 

IPv6 Destination Options Header 
Option = 0x1E 

No Next Header (59) 

Payload 



Layer 3 Throughput with Extension Headers 
Checkpoint CP2210 [Mbit/sec] 
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Layer 3 Throughput with Extension Headers 
Checkpoint CP2210 [kPackets/sec] 
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Layer 3 Throughput with Extension Headers 
Juniper J2320 [Mbit/sec] 
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Layer 3 Throughput with Extension Headers 
Juniper J2320 [kPackets/sec] 
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Layer 3 Durchsatz mit Hop-by-Hop Options Header 

 Es bestehen mögliche Leistungsauswirkung beim Einsatz von 
Hop-by-Hop (HBH) Options 
Worauf IETF RFC 5180 hinweist. 
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Hop-by-Hop Extension Headers 
Checkpoint CP2210 

Baseline 1% HBH 10% HBH 50% HBH Nur HBH
HBH Loss 0 0.108 18.72 60.3
HBH Received 1.8 17.892 71.28 119.7
Non-HBH Loss 0 0 1.134 17.73
Non-HBH Received 180 178.2 160.866 72.27

Non-HBH Received Non-HBH Loss HBH Received HBH Loss

Mbit/s 



Hop-by-Hop Extension Headers 
Checkpoint CP2210 

Baseline 1% HBH 10% HBH 50% HBH Nur HBH
HBH Loss 0 20 3470.3 11178.3
HBH Received 333.7 3316.8 13213.7 22189.7
Non-HBH Loss 0 0 210.3 3286.8
Non-HBH Received 33367.9 33034.3 29820.9 13397.2

Non-HBH Received Non-HBH Loss HBH Received HBH Loss

Packets/s 



Hop-by-Hop Extension Headers 
Juniper J2320 

Baseline 1% HBH 10% HBH 50% HBH Nur HBH
HBH Loss 2.204 39.2 199.2 399.2
HBH Received 1.796 0.8 0.8 0.8
Non-HBH Loss 0 0 23.76 151.8
Non-HBH Received 400 396 336.24 48.2

Non-HBH Received Non-HBH Loss HBH Received HBH Loss

Mbit/s 



Hop-by-Hop Extension Headers 
Juniper J2320 

Baseline 1% HBH 10% HBH 50% HBH Nur HBH
HBH Loss 408.6 7266.8 36927.2 74002.7
HBH Received 332.9 148.3 148.3 148.3
Non-HBH Loss 0 0 4404.6 28140.3
Non-HBH Received 74151 73409.5 62331.3 8935.2

Non-HBH Received Non-HBH Loss HBH Received HBH Loss

Packets/s 



Danke für Ihre Aufmerksamkeit! 

Ihre Ansprechpartner: 
 
EANTC AG  
Salzufer 14  
10587 Berlin 
 
Telefon: 030 318 05 95-0 
Fax:      030 318 05 95-10 
E-mail:   info@eantc.de   
            www.eantc.de 
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