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Firewall Lasttests
Test Setup

m Filter basiert auf IETF RFCs 2544 und 5180
25 IPv4 “drop” rules
25 IPv6 “drop” rules

m Router

©  Internal Network @ External Network === Ethernet Link

"CANIET



Coexistence Traffic Ratios
Erwartungen
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Coexistence Traffic Ratios
Starke Auswirkung von IPv6
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Coexistence Traffic Ratios
Leichte Auswirkung von IPv6
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Coexistence Traffic Ratios
Dual-Stack Auswirkung
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Device Under Test (#1)

TECHNICAL SPECIFICATIONS

Checkpoint Firewall e T
6x 10/100/1000Base-T RJ45 ports
C P 2 2 1 O 250 GB hard disk drive

External AC to DC power adaptor

] Check Point i

= - Performance

DDEBDQL e 114 SecurityPowert

°

P raciann
P

II 3 Gbps of firewall throughput, 1518 byte UDP |
400 Mbps of VPN throughput, AES-128
2 Gbps of IPS throughput Default IPS profile

300 Mbps of IPS throughput Recommended IPS profile

1.2 million concurrent connections

25,000 connections per second
Network Connectivity
1024 VLANs

256 VLANSs per interface
S Oftwa e Ve rsion 802.3ad passive and active link aggregation

Layer 2 (transparent) and Layer 3 (routing) mode
R75.10
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Device Under Test (#2)

Juniper J2320 Maximum Performance and Capacity
S . Junos OS version tested JunosOST4
ervice ROUter Firewall performance (large packets) 600 Mbps
| Firewallperformance (MIX) __ __ ___ __400Mbgs _ |
S| E Firewall + routing PPS (64 Byte) 150 Kpps
=11 TIO=s== AES256+SHA-1/3DES+SHA-1 VPN 125 Mbps
performance
IPsec VPN Tunnels 1GB DRAM / 512
(1GB DRAM Model)
IPS (intrusion prevention system) 115 Mbps
Antivirus 25 Mbps
Connections per second 5000
Maximum concurrent sessions 128 K, 1GB DRAM
DRAM options
Maximum security policies 2,048 (1 GB DRAM)
Maximum users supported Unrestricted

Software Version
10.2R3.10
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Layer 3 Performance Test
Vorstufe: 100% IPv4

= Baseline ermitteln
Maximaller, verlustfreier Layer 3 Durchsatz

= IMIX (Internet Mix)
basiert auf Paketgrofen aus RFC 5180

GroRe (Bytes) | Gewicht ____

130
256
512
1024
1280
1518

Courchcnin, | o743oytes
" _ANICs
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Vorstufe: Checkpoint CP2210
Messung nach den Herstellerangaben (1/2)

m 5 Ports + 1 Management-Port
4 wurden eingesetzt

s Herstellerangabe: 3 Gbit/s bei UDP, 1518 Bytes.

EANTC Ergebnis (portweise):
3 Gbit/s bei UDP, 1518 Bytes
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Vorstufe: Checkpoint CP2210
Messung nach den Herstellerangaben (2/2)

= Partial-Meshing (UDP, 1518 Bytes)
EANTC Ergebnis:2.7 Gbit/s.

= Bei IMIX (statt 1518 Bytes):
EANTC Ergebnis:1.3 Gbit/s.
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Vorstufe: Juniper J2320
Messung nach den Herstellerangaben

s 3 Ports + 1 Management-Port

2 wurden eingesetzt

s Herstellerangabe:
600 Mbit/s for “Large Packets”
400 Mbit with IMIX

= EANTC Ergebnisse:
640 Mbit/s (bei IMIX)
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Layer 3 Throughput [Mbit/s]
Checkpoint CP2210

Throughput [Mbit/s]

W |Pv4 W IPv6
1300

100% IPv4 90% IPv4/ 50% IPv4/ 10% IPv4/ 100% IPv6
10% IPv6 50% IPv6 90% IPv6
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Layer 3 Throughput [kPackets/sec]
Checkpoint CP2210

Throughput [kPackets/sec]

W |Pv4 W IPv6
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Layer 3 Throughput [Mbit/s]
Juniper J2320

Throughput [Mbit/s]
HIPv4 HIPv6
640

100% IPv4 90% IPv4/ 50% IPv4/ 10% IPv4/ 100% IPv6
10% IPv6 50% IPv6 90% IPv6



Layer 3 Throughput [kPackets/sec]
Juniper J2320

Throughput [kPackets/s]

HIPv4 W IPv6
118.6

100% IPv4 90% IPv4/ 50% IPv4/ 10% IPv4/ 100% IPv6
10% IPv6 50% IPv6 90% IPv6



Connection Setup Rate
Checkpoint CP2210

= Gemessene Rate wesentlich
niedriger als Herstellersangabe.

Performance
114 SecurityPower

3 Gbps of firewall throughput, 1518 byte UDP

400 Mbps of VPN throughput, AES-128

2 Gbps of IPS throughput Default IPS profile

300 Mbps of IPS throughput Recommended IPS profile

1.2 million concurrent connections

s Grund: Ausschaltung eines
Beschleunigungsfeatures wegen
IPv6-Adressen.
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Connection Setup Rate
Checkpoint CP2210 (Results)
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Layer 3 Throughput with Extension Headers
Header Layout (1/2)

Layer 2 Header

Payload

"CANIET



Layer 3 Throughput with Extension Headers
Header Layout (2/2)

Layer 2 Header

Payload
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Layer 3 Throughput with Extension Headers
Checkpoint CP2210 [Mbit/sec]

B Forwarded [Mbit/s] M Loss [Mbit/s]

Baseline Mit Extension Maximum ohne Verlust
Ohne Extension Headers Headers



Layer 3 Throughput with Extension Headers
Checkpoint CP2210 [kPackets/sec]

MW Forwarded [kPackets/s]

M Loss [kPackets/s]

Baseline Mit Extension Maximum ohne Verlust
Ohne Extension Headers Headers



Layer 3 Throughput with Extension Headers
Juniper J2320 [Mbit/sec]

B Forwarded [Mbit/s] M Loss [Mbit/s]
11.4

Baseline Mit Extension Maximum ohne Verlust
Ohne Extension Headers Headers
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Layer 3 Throughput with Extension Headers
Juniper J2320 [kPackets/sec]

MW Forwarded [kPackets/sec] =~ M Loss [kPackets/sec]
2.1

Baseline Mit Extension Maximum ohne Verlust
Ohne Extension Headers Headers
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Layer 3 Durchsatz mit Hop-by-Hop Options Header

s Es bestehen mogliche Leistungsauswirkung beim Einsatz von
Hop-by-Hop (HBH) Options
Worauf IETF RFC 5180 hinweist.

® IPv6 ohne HBH m IPv6 mit HBH

100% 99% 100%
90%

50% 50%

0% 1% 0%

Baseline 1% HBH 10% HBH 50% HBH Nur HBH
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Hop-by-Hop Extension Headers
Checkpoint CP2210

oooooo

® Non-HBH Received ™ Non-HBH Loss ™ HBH Received ™ HBH Loss

l\/lbit/S Baseline 1% HBH 10% HBH | 50% HBH | Nur HBH
HBH Loss 0 0.108 18.72 60.3
HBH Received 1.8 17.892 71.28 119.7
Non-HBH Loss 0 0 1.134 17.73
Non-HBH Received 180 178.2 160.866 72.27

"CANIET




Hop-by-Hop Extension Headers
Checkpoint CP2210

oooooo

® Non-HBH Received ™ Non-HBH Loss ™ HBH Received ™ HBH Loss

Packets/s Baseline | 1%HBH | 10% HBH | 50% HBH | Nur HBH
HBH Loss 0 20 34703 | 11178.3
HBH Received 333.7 3316.8 | 13213.7 | 22189.7
Non-HBH Loss 0 0 210.3 3286.8
Non-HBH Received 33367.9 | 33034.3 | 298209 | 13397.2
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B Non-HBH Received ™ Non-HBH Loss

Hop-by-Hop Extension Headers
Juniper J2320

® HBH Received ™ HBH Loss

l\/lbit/S Baseline 1% HBH 10% HBH | 50% HBH | Nur HBH
HBH Loss 2.204 39.2 199.2 399.2
HBH Received 1.796 0.8 0.8 0.8
Non-HBH Loss 0 0 23.76 151.8
Non-HBH Received 400 396 336.24 48.2
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Hop-by-Hop Extension Headers
Juniper J2320

® Non-HBH Received ™ Non-HBH Loss ™ HBH Received ™ HBH Loss

Packets/s Baseline | 1% HBH | 10%HBH | 50% HBH | Nur HBH
HBH Loss 408.6 7266.8 | 36927.2 | 74002.7
HBH Received 332.9 148.3 148.3 148.3
Non-HBH Loss 0 0 4404.6 28140.3
Non-HBH Received| 74151 | 73409.5 | 62331.3 | 8935.2
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Danke fur lhre Aufmerksamkeit!

lhre Ansprechpartner:

EANTC AG
Salzufer 14
10587 Berlin

Telefon: 030 318 05 95-0

Fax: 030318 0595-10

E-mail: info@eantc.de
www.eantc.de
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